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FNSBSD JOB DESCRIPTION 

Job Title: Information Security Officer 

Supervisor: Chief Information Technology Officer Classification: Salary, 
Non-Represented 

Days/Months: 12 months Grade: 7 
 
Job Summary 
The information security officer’s (ISO) key role is to protect the district’s information technology 
programs from internal and external threats. The ISO develops the vision and strategies 
necessary to ensure the confidentiality, integrity, and availability of district electronic information 
by communicating risk to senior administration, creating and maintaining enforceable policies 
and supporting processes, and ensuring compliance with regulatory requirements, such as the 
Family Education Rights and Privacy Act (FERPA) and the Health Insurance Portability and 
Accountability Act (HIPAA).  
 
Essential Job Functions 
Develops information security strategies, both short-term and long-range, in support of the 
district’s goals. 
 
Directs an ongoing, proactive risk assessment program for all new and existing systems in 
compliance with the district’s goals and business processes so effective controls can be put in 
place for those areas presenting the greatest information security risk. 
 
To ensure the security of information systems and mitigate current and potential security risks, 
communicates areas of risk and provides recommendations to senior administration. 
 
Oversees all ongoing activities related to the development, implementation, and maintenance of 
the district’s information security policies and procedures by ensuring these policies and 
procedures encompass the overall security of electronic information at rest or in motion within 
the district. Assists departments in process and procedure development, ensuring they are not 
in conflict with district policies. 
 
Develops information security awareness training and education programs. 
 
Prevents potential disaster situations by ensuring that proper protections are in place and 
providing for the availability of computer resources by ensuring a business continuity/disaster 
recovery plan is in place to offset the effects caused by intentional and unintentional acts. 
 
Evaluates security incidents and determines what response, if any, is needed. Coordinates 
district responses, including technical incident response teams, when sensitive information is 
breached. 
 
Remains current through self-directed professional reading, developing professional contacts 
with colleagues, attending professional development courses, attending training, conferences, 
and/or courses as directed by the supervisor, and obtaining certifications relevant to job duties. 
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Non-Essential Job Functions 
Performs other job-related duties as assigned.  
 
Equipment Used 
Standard office equipment to include computer and printer operation. 
 
Independent Decisions 
Makes decisions as needed to maintain the functions of the program pursuant to supervisory 
directives, district guidelines, and policies. 

 
Primary Working Contacts 
Technology directors, executive directors, department directors, and staff. 
 
Responsibility for Cash, Equipment, Safety 
None. 
 
Supervision Received and Exercised 
Works under the direct supervision of the chief information technology officer. 
 
Unusual Working Conditions 
Attendance at evening and/or weekend events. 
 
Evaluation 
Annual written evaluation. 
 
Physical and Mental Demands 
The physical demands of this position require frequent standing, walking, sitting, speaking, and 
hearing. Requires near vision to write and read printed materials and computer screens. 
Requires hearing and speaking to exchange information on the telephone or in person. The 
employee is regularly required to reach with his/her hands and arms and occasionally lift items 
weighing up to 20 lbs. Must be able to use carts, ladders, dollies, and stools to assist in moving 
or shelving items. Requires sufficient arm, hand, finger dexterity to operate a keyboard and 
other office equipment. Repetitive motions with wrists, hands, and fingers may also be required. 
Additionally, the employee must be able to communicate by oral and written means in an 
appropriate business manner and have cognitive skills to understand instructions, readily recall 
facts and details, handle conflict, and make effective decisions under pressure.  
The Fairbanks North Star Borough School District is committed to providing reasonable 
accommodations, according to the applicable state and federal laws, to all individuals with 
qualified physical or mental disabilities. 
 
Job Qualifications 
The following are required: 

1. Seven (7) years of varied progressively responsible information technology experience 
to include two (2) years of direct experience in information security-related duties. 
Applicable experience includes, but is not limited to, computer and networking 
infrastructure, operating systems, application software development, project 
management, regulatory compliance, risk management, and providing training. 
Education can be substituted for experience on a year for year basis.  

2. The ability to understand hardware and software systems.  
3. The ability to maintain confidentiality in regard to information processed, stored, or 

accessed by the systems.  
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4. The ability to manage multiple concurrent projects and to reason analytically.  
5. The ability to work with and train people possessing differing levels of technical 

knowledge.  
6. Effective verbal and written communication skills and proficiency in writing technical 

specifications. 
7. Strong technical knowledge of network and PC operating systems, including Microsoft 

Windows, Apple OS. 
8. Strong technical knowledge of current network hardware, protocols, and standards, 

including DNS, HTTP, SSL, LDAP, and TCP/IP. 
9. Excellent understanding of the organization’s goals and objectives. 
10. In-depth knowledge of applicable data privacy practices and laws. 
11. Ability to work collaboratively with a variety of clients.  
12. Knowledge and understanding of system flow charts and data processing concepts. 
13. Ability to work independently under broad guidelines and objectives. 

 
The following are preferred: 

1. Bachelor’s degree in cybersecurity, computer science, information technology or a 
closely related field.  

2. Experience in a school district setting. 
 
Additional Job Information 
Fairbanks North Star Borough School District employees must possess the ability to read and 
write in English. This includes the ability to communicate in English with school staff, coworkers, 
and the public. Employees must also have the ability to comprehend and carry out oral and 
written directions and understand and follow English instructions and written documents.  
 
The Fairbanks North Star Borough School District is an Equal Opportunity Employer. 
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